Signup

1. You can goto: https://chat.archaeo.social/#/welcome to create an account,

Amake sure the server is set to ‘archaeo.social’ (URL: https://matrix.archaeo.social)
and NOT just the default ‘matrix.org’

Welcome to Element!

Decentralised, encrypted chat & collaboration powered by[rnatrix]

Create account

Host account on

matrix.archaeo.social

i
r‘. Username
Password Confirm password

Email

Add an email to be able 1o reset your password. Use email 1o
optionally be discoverable by existing contacts

Already have an account? Sign in here

2. Confirm your account via the email sent to your email address (might take up to
10m!)

3. Confirm your password

4. Skip the onboarding survey at this point



You're in

Who will you chat to the most?

U g ed.
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Friends and family Coworkers and teams Online community members

5. You should then see the initial chat page, feel free to go through the onboarding steps
(e.g. turn on notifications)
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Only 3 steps to go

Find and invite your friends
Its what you'e here for, 5o lets get to i
Dow ad Ele t

Set up your profile

Make su know It really yo

Turn on notifications
X a reply of Important message

6. Inthe search bar at the top, search #laard:archaeo.social
(if this does not work, go to the following link:
https://matrix.to/#/#laard:archaeo.social)

Then, click the option “Join #laard:archaeo.social”
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Public spaces
} Public rooms

) People

To search messages, look for this icon at the top of a roon

7. Onceyou're into the LAARD space, you should see several public 'rooms' (a.k.a.
channels). Please send a message in the Wellcome channel.

W, Welicome

R, Random

J_ Jobs

N, Nostupid questions
P_ Papers

E_ Events

General

8. We also recommend you join the ISBA space. To join, you can again go to the search bar
at the top, search #isba:archaeo.social

(if this does not work, go to the following link: https://matrix.to/#/#isba:archaeo.social)

9. Members of the LAARD steering committee will later receive an invitation to join the
separate steering committee space.



Verification

You may at this point have a message saying that your ‘session is not verified’.

Element is a highly security-focused messaging system. You may need to set up two things with
your account after sign up to remove the verification warning, and also to be able to access your
messages if you log in in a different location.

Encryption

To allow you to access your old messages, you will need to set up encryption. In case you get
logged out of all your sessions, you can retrieve your old messages using a security key.

1. To set this up, to open the general menu (click on your face/profile picture in the top left)
and press ‘Security and Privacy’
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2. Inthe menu, under Encryption, and Secury Backup, press ‘Set up’

Encryption

Secure Backup

3. Select either generate a security key (similar to Two-factor authentication backup OTP
codes), or enter a security phrase (like a second password)



Set up Secure Backup

Safeguard against losing access to encrypted messages & data by backing up
encryption keys on your server.

&> Generate a Security Key

We'll generate a Security Key for you to store somewhere safe, like a
password manager or a safe.

a» Enter a Security Phrase

Use a secret phrase only you know, and optionally save a Security

Cancel Continue

Key to use for backup.

@ Set a Security Phrase

Enter a Security Phrase only you know, as it's used to safeguard your data. To
be secure, you shouldn't re-use your account password.

4. Evenifyou use a security phrase, you will get a security key (in case you forget your
phrase)




& Save your Security Key

Store your Security Key somewhere safe, like a password manager or a safe, as
it's used to safeguard your encrypted data.
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5. You'll then be asked to confirm your password (not phrase or key!)

6. And then you’ll have successfully set up the key backup

Secure Backup successful




Cross-sign
To verify this, you need to log into an independent client, whether that is the
« chat.archaeo.social webpage,

+ the element desktop app
o the element android app

Perform a procedure to check it's indeed you on both sessions, and no-one is trying
to hack into your account

This general procedure goes as follows:

1. Log into the first session (e.g., at the end of the procedure for ‘sign up’)

2. Log into the second session with a different source (see the options above)

3. Cross-compare an emoji combination displayed on both sessions, or scan a
QR code

4. Press verify

You will then be able to access your old messages.
Screenshot tutorial is as follows
1. On the first session/device, check you have encryption set up and cross-

signing is available by going: Profile picture > Security and Privacy > Scroll
down to Cross-signing, and make sure it says ‘Cross-signing is ready for use’
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2. On the second device, log-in. You should then get a ‘verify this device’
message, e.g. in one of the examples below



0 Verify this device x

Verify your identity to access encrypted messages and prove your identity to
others.

Verify with another device Verify with Security Key or Phrase %

hods? Reset all

3. Press ‘verify with another device’ (or with the security phase)
4. Once you press this, go to the other session (the one you first logged into),
and you should have a notification to ‘verify session’

C O 8 &= htty hat.archaeo.sd

. Verification requested

Element Desktop: Linux

Verify Session

& bioconda/Lobby

5. It will ask you to pick a method of verification (I recommend the emoji
matching)

Verify other device

ompleti of the following

Compare unique emoji

6. If emoji matching, both sessions will display a series of emojis. Make sure the
emojis are the same on both, and press ‘they match’ on both sessions.



Verify other device

Confirm the emoji below are displayed on both devices, in the same order:

7 & B 8

Rocket Flower

Penguin

L

Ba

They match

7. You will then get a “You've successfully verified’ on both devices, and you can
continue to use element as normal (and see your old messages)

Verify other device

You've successfully verified chat.archaeo.social: Firefox on Ubuntu (TXFKUDOBDQ)!

Note that for every new log-in you will be asked to verify the device either with your security
key/phrase, or the cross-device verification to be able to access your old messages!




